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Prelude: “Traditional” Cryptographic Hashing

01010101100…011H( )

11010101100…011H( )

Security: “different strings will have different fingerprints”

01010101100…001H( ) 01011101100…011H( )

Hashing has a ton of applications to integrity in  
computer systems and in cryptography in general
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A trusted hash 
of the whole 
Wikipedia corpus

A curious user

An untrusted server
Can we use hashing to check those pages 
actually come from the Wikipedia corpus?

H( ) ==
?

Not the solution we were looking for
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• Transparency Logs

• Verifiable Databases

• Proofs of Space

• Compiling PCPs* into Argument Systems

• “Stateless” blockchains

* Probabilistically Checkable Proofs
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subvec 𝝅

SVC.Verify(    ,        ,           )subvec indicesF , 𝝅

Obtaining SVCs with optimal proving time.
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subvec 𝝅J

output Suggests proving time is Ω(N)
But we can do better! 

(and this is known)
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of size N

set of indices J

input

The preprocessing/aggregation framework:

𝝅{1} 𝝅{2}      … 𝝅{N}

01010101100…011
In some offline stage:

Preprocess
precomputing all “singleton” proofs.

Later:

𝝅J

To make a proof, it will select and 
aggregate (through some specific 
algorithm) only the relevant |J| proofs.
→ Makes it possible to prove in time o(N).

So the optimal prover 
would be one strictly 
linear in |J|.
Yet, no prior construction 
has this efficiency profile.
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(this is without sacrificing bandwidth*: it has O(1) commitment and proof size)

|𝖼𝗆 | = |π | = 1 |𝔾1 |

*nor verification time—more in a second.

∈ 𝔽NF

scalar ops in 𝔽

• Concretely faster
• 2—3 orders-of-magnitude speedups for Prove (similar effects for Verify)

• No random oracle for proving
•  more efficient composition with other cryptographic proofs⇒

• Fully associative proofs
• Also: 

• Immediately deployable (“usual universal setup”)
• Aggregatable proofs across commitments and updatable.

“Cute asymptotics you got there—but why would I care?”

πI∪J = πI + πJ
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Scheme Proving Time |proof| Setup 
(parameters)

This work 1 |G| reusable; 
can use deployed ones

aSVC [TAB+20] 1 |G| reusable; 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Pointproofs 
[GRWZ20] 1 |G| bespoke larger setup; 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[CNR+22] 3 |G| reusable; 

can use deployed ones

ℓ := subvector size

O(ℓ)

O(ℓ log2 ℓ)
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πJ ← ∑
j∈J

H(…)πj

Aggregation trough random oracle  
and multi-scalar multiplication.

Asymptotics are due to Pippenger’s algorithm. 
Concretely at least ≈40x slower
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Open questions:
• Current security for subvector opening is in the AGM. Falsifiable assumptions?
• SVC with O(|subvector|) proving are an example of a sublinear-time scheme (sublinear in N, the whole 

vector’s size)
• Subvectors are “easy” as such (This work shows how much to push that sublinearity, but sublinearity 

was already there)
• Can we find other practical sublinear proving for “harder” settings?

• Associativity: How can we study when associativity of proofs is even possible in principle?
• Can we build O(|subvector|) proving and associative proofs in SVC from lattices? 

Thank you! Questions?


