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a toolbox for more efficient universal and updatable
zkSNARKs and commit-and-prove extensions




SNARKS

Succinct Non Interactive ARguments of Knowledge




* NIZK for circuit SAT

* NO Flat-Shamir

* constant proof + linear prover
* Clrcuit-specific setup

* [Inear trusted CRS

* [Inear verification




* preprocessing SNARK
* NO Fiat-Shamir

¥ 3G proof + linear prover
* Clrcuit-specific setup

¥ [Inear trusted CRS

* constant verification




¥ universal updatable zkSNARKS
* NO Flat-Shamir

¥ 3G proof + linear prover

* universal setup

¥ quadratic updatable CRS

* constant verification




¥ [iInear SRS universal updatable zkSNARKS
* Flat-Shamir

* constant proof + quasilinear prover

* universal setup

* [Inear updatable SRS

* constant verification




¥ [iInear SRS universal updatable zkSNARKS
* Flat-Shamir

x polylog proof + linear prover

* universal setup

* [Inear updatable SRS

% constant veritication




¥ [iInear SRS universal updatable zkSNARKS

* Flat-Shamir

¥ (shorter) constant proof + (faster) quasilinear prover
* universal setup

* [Inear updatable SRS

* constant verification




¥ lInear SRS universal updatable CP-zkSNARKs
* Flat-Shamir

* family of tradeoffs

* universal setup

* [Inear updatable SRS

* constant verification
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* fill in gaps of Marlin and Plonk
¥ more comprehensive abstraction
¥ compiler with modular security




Motivation

* fill in gaps of Marlin and Plonk
¥ more comprehensive abstraction

¥ compiler with modular security
¥ efficiency through CP-SNARKs
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algebraic holographic proof
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|dealised low degree protocol
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Marlin's ARP Plonk's ILDP

algebraic holographic proof |dealised low degree protocol
IAJ_LIP IILDP encode
O R i R — 0
encode T ¢

Vanp
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Marlin's ARP Plonk's ILDP

algebraic holographic proof |dealised low degree protocol
IAJ'_LIP IILDP encode
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oracle i
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, J | check
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algebraic IOP + opening polynomial commitments =& SNARK



Marlin's ARP Plonk's ILDP

algebraic holographic proof |dealised low degree protocol

IAJ'_LIP IILDP encode
O i R — Py

oracle i

encode T : §
Panp : VaHp Piipp ViLpp

R, X, ——i Di X R,x,w - Di X
J N polynomial i N check
’ evaluation . identities

random point —
= 1F/poly

algebraic IOP + opening polynomial commitments =& SNARK



Marlin's AHP optimizations Plonk’s ILDP

. . deviate from .
algebraic holographic proof abstraction |dealised low degree protocol

IAJ_LIP IILDP encode

O Y R — P
oracle i
encode T : §

Panp E Vanp Prpp ViLpp
i Di G X R,x,w Di | X

, J , check
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()

algebraic IOP + opening polynomial commitments =& SNARK




Lunars PHP

polynomial holographic proof

IAHP , IILDP encode
Q) R T + ZK directly R T
> () ._ ..... 0

encode QT Ol abstracthn oraclé
“Vipp

P X
P, check

l

_igenﬂﬂes

general algebraic IOP + CP-SNARKs = Lunar SNARKS



Lunars PHP

polynomial holographic proof

AHP LDP PHP
Preprocessing yes yes yes
Proof batch short direct
Decision  PoYnomial 4o ity checks  identity checks
evaluations
/K not native not native within abstraction
Compilation polycom polycom modular gadgets
CP gle gle VEIS

naive: hiding commitments + perfect zero knowledge = zkSNARKS



Lunars PHP

polynomial holographic proof

AHP LDP PHP
Preprocessing yes yes yes
Proof batch short direct
Decision gvc’;y;‘;trlg'fs' identity checks  identity checks
/K not native not native within abstraction
Compilation polycom polycom modular gadgets
CP gle gle VEIS
somewhat bounded

thm: hiding commitments + pertect zero knowledge — zkSNARKS



N + dout

aRION

e

N = 1+Zin+6out+N
|

Compiler



R1CS

/

N+Zout
Nn= 1+ Zin+6out+N

C =




—Li-c=0
VIEImld bi—Ri‘CZO
—ai- D=0

C =




—Li-c=0
V|EIout Di—C1=0
—ai-Di=0

C =




ai—Ci=0
V|EI|n bi—C1:O
—ai-Di=0

C =




amld bmld aout

Cmid Cout = dout

et . .I
C




Cin = din

R1CS-lite

/in+ 1 more columns

Compiler
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low degree encodings of frequent
compuations with R1CS-lite matrices
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randomize witness polynomials agree on suffix I
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S(X) < q(X)zy(X) + Xr(X)
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Decision phase

Degree
checks

maximum degrees (soundness)

remainder degree (completeness)
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Decision phase

Degree
checks

deg(&,, E,, Sa Q9 q,) S Dsnd
deg(r) <n—2Adeg(r) < |K| -2
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p
Decision phase
Degree deg(&,a 13,9 S, {q, q,) < Dsnd
checks deg(r) <n—2Adeg(r) < |K|—-2

Polynomial checks

random point evaluations (= AHP)

equation identities (= |ILDP)

Compiler
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Decision phase
Degree deg(&,a [3,9 S, {q, q,) < Dsnd
checks deg(r) <n—2Adeg(r) < |K|—-2

Polynomial checks
s(y) + (@) + ab()) Ly(x, y) + a0)b(»)e — q(y)z4(y) — yr(y) = 0

w2 (XF (0 + of | K| ) (xy + or(X) = xeol(X) = yrow(X)
Compler — (ver (X) + averg(X)) zy()vy(y) — ¢'(X)z(X) = 0




R1CS

ite | eaky ZK

can simulate interaction with a pool of at most b leaks

s(y) + () + ab() Ly, ») + a0)b(»)6 — q(y)zy(¥) — yr(y) = 0

w2 (Xr (0 + of | K ) (xy + or(X) = xeol(X) = yrow(X)
Compiler — (ver (X) + averg(X)) (v ) — ¢'(X)z(X) = 0




R1CS

ite | eaky ZK

how many evaluations are really needed?”

this PHP 1s (0,0,1,0,0,00,00)-bounded ZK

() + @) + ab() ZLy(x,y) + AW)b(y)o — gWMz(y) — yi() = O
PWLQ&/!
(withess-independent check, no privacy needed)

Compiler




CS: type-based polynomial commitment scheme in the exponent

monomials in exp

PHP




CS: type-based polynomial commitment scheme in the exponent

monomials in exp

CS1or CSo
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CS: type-based polynomial commitment scheme in the exponent

monomials in exp

CS1or CSo

PHP
|].Prove(ekg,x,w) =

proof that a Vpyp would accept




CS: type-based polynomial commitment scheme in the exponent

monomials in exp

Di

" that a Veap would accept
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